DevOps Assessment — with a focus on Testing
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Introduction
Szilard Széll — DevOps Evangelist, NOKIA

Responsibilities

Test Coach and DevOps Evangelist in NOKIA with 18 years experience
President of the Hungarian Testing Board

ISTQB Process and Compliance Work Group Chair

Program Committee Chair and Member of — UCAAT and HUSTEF

Certifications

DevOps DASA Foundation, SAFe SPC, Certified Scrum Master
ISTQB CTEL-ITP-Full

IREB CPRE

Lean Six Sigma Green Belt
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Explosion of possibilities announcing new performance levels of people and things
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DevOps
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DevOps — for highest business agility
Radically reduced cycle time for higher value capture and faster time to market

WHY WHAT HOW
Culture for quality and Microservices
transparenc — & containers

P y <— Feedback
Business agility \ Dev Ops Automated

workflows
CODE BUILD TEST RELEASE DEPLOY OPERATE

Agile development

Full automation Continuous

Continuous integration SW delivery

Continuous delivery

Simplify operations Continuous deployment Digital delivery:
Core AppStore

.'\

Fewer Faster time Operational
failures to market efficiency
) S, & - :
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Goal of DevOps Center of Excellence
Driving DevOps transformation

Low Quality Manual Release Product Backlog Infrequent Releases
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What is the scope of the DevOps Maturity Model? de“r@ps

Continuous @everything in the Software Lifecycle

~
——————— o S~
- ~ - ~. ~
- ~ -
~. ~

(/ */ \ ’ \ ’ \ 4 4 \,\I
h > Code > Build > Test Reease Deploy Operate 8

Agile Development

Continuous Integration Cont. Monitoring

Continuous Delivery

Continuous Deployment
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Maturity Levels of DevOps Maturity Model dw@ps

Similar to other frameworks (e.g. CMMI, TMM:i) CoE
4 — Quantitatively Managed
3 — Managed
2 — Consistent
1 — Initial
0%
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The 12 Assessment Categories
v
Addressing DevOps capabilities end to end — like TPl Next de pcusg

Culture & Organization

Planning & Requirements

Upgradability

Software Config. SW Maintenance Monitoring
Management & Feedback

Continuous Integration System Integration

Network Implementation

QA & Verification

Network Planning and

Architecture

Optimization
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Model Structure and Logic dev@ps

For calculating a weighted maturity score

Key area 1.1 .
Key area 1.2 .

A 4

A 4

Best Practice 1.1.1 | W

A 4

\ 4

Best Practice 1.1.2 | W

A 4

A 4

A 4

Best Practice 1.1.N | W

\ 4

A 4

Key area 1.N

Upgradabiiity | 1 00 H Continuous Integration

W: Weight Q: Questions
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DevOps Maturity Model will provide e2e insights and

awareness

From insight ...

Optimized <100%

Quantitstively Managed: < 80%

Culture/ Organization
60.0
Architecture Planning / Reguirement

Initigl: <20%

50.0 . Consistent < 40%
40.0
QA & Verification e 30.0 SCM
20.0
10.0
Upgradability - 0.0

CARE Visibility

Sl NPO

NI

Model facts:

» 12 categories
* 60+ key areas

» 200+ best practices
+ 1000+ assessment questions
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Mensged: < 60%

Continuous Integration

llustrative

<+— examples —

only

Performance

DEV OPS

Value chain / Work flow
- illustrative example -

“Theory of Constraints”

Maturity Assessment + VSM will reveal deficiencies.*

NOKIA
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Example Survey Question — lllustrative example only de“@ps
CoE

From questions to conclusions to actions

LeVeI 0 O Analyze

Cat. QA & Verification - Determining capability in Test automation Level 1 O Identify key issues:
Which description fits best the current situation in test automation? Level 2
Test case o o O O Example: .
scripting Scripts are utilized T omation SW dev. best practices Test Cases are designed Test Design Level 3 O o QA haS automat|on

to perform repetitivel framq york is used |are followed in test case to be automated Automation in place .
tasks in testing automation Level 4 o) but automation COde
Test results o} o} o} ) o ) in not well written,

i Test Results are Automatically, test case | Test results cover NFRs| Machine Learning an . .
analyts_ls = analyzed r:anually .| verdict prod)lljced AND |and deteriorating trends | Analytics is utilized to Level 5 @) codi ng best pra ctices
reporting but reported manually Test result reported in these trigger error | analyze test case result .

not in use.

Control Improve Automation takes too

much effort
Sustain the gains Choose changes for implementation: e Test Results are
Monitor the improvements to ensure analyzed
continuous improvement Example: Automatically, but

* Introduce Static Code Analyses and Reporting to Test
Example: Code Review practice for Automation Management is still
* Follow up Automation code Technical Code manual, no Visibility
Debt measures as KPI * Automate Test Result Reporting to
Test Management
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What is important for QA & Verification in DevOps?
Value driven testing embedded in the DevOps pipeline

In DevOps good testing can be achieved through
Customer Collaboration and Test First Thinking
with the aim to provide Continuous Product level Quality Assurance
while being efficient by
Utilizing the lowest possible test level,
Automation of Testing tasks
as well as by Sharing (testing) tools and assets

across the Value Stream.
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Category — QA & Verification — Key Areas (1/5): Test First Thinking

Test First Thinking

17

A 4

Feature level acceptance criteria are defined upfront

A 4

All types of test are identified upfront collaboratively U

Acceptance Tests

Tests to cover Risks

Specification based

Technology Fo testing

Exploratory Tests for
Rainy Day scenarios

© 2017 Nokia

Testing is guided by Risk Levels

A
g E mid 10 high very high
£ Fé
o low mid high
>l qc1 F8
2 F2
M 3 F5 2
very low low mid
| F7 F3
3 F9 Fé
low - 1 mid -2 high -3 Business Impact

Fx — Feature x or Functional Requirement

QCx — Quality Characteristic or Non-functional Requirement

FMx = Failure mode

NOKIA



Category — QA & Verification — Key Areas (2/5): Continuous Product level Quality

Assurance

Continuous Product level
Quality Assurance

Software Product
Quality

\ 4

Coverage and Traceability

\ 4

Non-functional QA

\ 4

Regression set is updated regularly

Reliability

Performance
efficiency

Maturity
Availability
Fault tolerance
Recowverability
Compliance

Time- Appropriateness | a7l =ELY
behaviour Integrity
Resource Learnability MNon-repudiation
utilisation Accountability

Compliance Authenticity
Compliance
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Maintain-
ability

Modularity

Reusability
Analyzability
Changeablity
Modiffication

stability

Testability
Compliance

Feature Specific all test cases

New Feature Specific
Acceptance Test Cases

Selected Old Feature
Acceptance Tests

Area specific
Regression

Basic

Scenarios
(Smoke)

NOKIA



Category — QA & Verification — Key Areas (3/5): Utilizing the lowest possible test
level (Shift Left)

Utilizing the lowest possible *| Static Code Analysis is in use
test level

* Module/Unit testing is in use

> Test Planning in collaboration between Test Levels

Product Aspect | Specification Static Analysis Component Product System Test System of
Review Test Integration System Int.

oy e ———— A ——— Certify

Performance Feedback Feedback Feedback Feedback Certify_

Reliability Feedback Feedback Feedback Feedback Feedback Certify
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Category — QA & Verification — Key Areas (4/5): Automation of Testing tasks

Automation of Testing tasks

Submit Design
Epics D |
' evelo At
Features, |:>, P
Stories

Nokia Internal Use
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Test case as Software

\ 4

40%

A 4

Test results analysis and reporting

30%

A 4

SCM

Test environment automation

30%

[ S9POI 92IN0S @

/ \ Artifact
Compile Build Storage
Continuous
‘ Product l 8
Integration
—> - >
Test Deploy =3
S a
o
[©)
Product Staging <
K Environment
N

4 N

—

Continuous
‘ Solution l
Integration
Test Deploy

Solution Staging

k Environment /
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Category — QA & Verification — Key Areas (5/5): Share (testing) tools and assets
across the Value Stream

Share tools and assets Reuse of Test Assets
across the Value Stream
Standardized tools used
Continuous DELIVERY

*Feature Requests R::,’k

*Bug Reports Inspaction

*Requirements feecback

‘l’ Developer/ tester
oo, Atimsian  assignment Submit Automatic
¥IJIRA seosdiutiny — Automatic
X Confluence , ma !Q;A<_ geI:fIt (_’
&i::?::f:;o":xli‘;::“ i Saoins
bug fxes

Continuous INTEGRATION

Customer
un-onb \ Centralized
. 4

Automatic

o - e

N Artifactory
Customer Monitor Puppet Cret DDLU Artifact Repository e 2 *Compiation
N:»wn. woips, sor — P *Static Analysis
« /HE

*Dynamic Analysis
*Unit Tests
*Feature Tests
*Migration Tests

Continuous DEPLOYMENT
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How to translate levels into real-life scenarios?

22
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Dream state scenario:

Tester is a value driven role in the DevOps team who is collaborating throughout the value
chain up to the customer, driven by knowing the risks, providing quick feedback on
development and quality assurance of product, using shared tools and commonly available
automation solutions, building on Continuous exploration and improvement

Pessimistic scenario:

Testing is a cost driven, separated silo at the end of the pipeline, being a bottleneck
caused by its low automation, long feedback cycle, outdated practices and tools

NOKIA
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Summary

Big size transformation needs an dedicated team of Experts

Study avallable DevOps Matunty l\/Iodels but dare to build your own if needed

Testing is a needed skill set in DevOps
.  3¥ /
p— Testing in DevOps is NOT ONLY Automation, but relles on it a lot
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