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o ADXNTEKTYpa pelleHnda perynapHoro MOHMTOPKUHIa AaHHbIX
e [INHOCHI peleHns

o [IpVMeEpDbI

NMnaH
e CNNOXHOCTDb 3da4ln KOHTpOﬂFI KayeCTBad dHHDbIX
N\

:

B pe3ynbrate Aoknaga 6yaeT NOHATHO, C/TOXHO /U OPraHW30BaTb aBTOMATU3MPOBAHHbIN
NOAX04 MOHUTOPUHIA KauyecTBa AAHHbIX M YTO A9 3TOMO HYXHO.
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Cno)XXHOCTb 3a,aUM KOHTPONA KaueCTBa AAHHbIX

OT Yero 3aBUCUT CMTOXHOCTb 3aa4n NMPOBEPKY
ONAHHbIX?
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OT Yero 3aBUCUT CNOXHOCTb 3a4a4n NPOBEPKY

Cno)XXHOCTb 3a,aUM KOHTPONA KaueCTBa AAHHbIX
ONAHHbIX?
h;

1
OT CNOXHOCTU CaMUX
NAHHbIX
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Cno)XXHOCTb 3a,aUM KOHTPONA KaueCTBa AAHHbIX

OT Yero 3aBUCUT CNOXHOCTb 3a4a4n NPOBEPKY

ONAHHbIX?
1 2
OT CNOXXHOCTU CaMUnX OT ry6UHbI 1 TOYHOCTU
OAHHbIX NpoBepoOK

S®A
| DATS#28

(_l Grid Dynamics 7




Cno)XXHOCTb 3a,aUM KOHTPONA KaueCTBa AAHHbIX

OT Yero 3aBUCUT CNOXHOCTb 3a4a4n NPOBEPKY

ONAHHbIX?
1 2 3
OT CNOXHOCTU CaMUX OT ryObuHbI N TOYHOCTK OT KOMyecTBa N CKOPOCTU
NAHHbIX NpoBepoOK NpoBepoOK
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MdakTopbl AAHHDbIX, YC/IOXHAOWME KOHTPO/b KauecTBa

& Grid Dynamics

&

Visualization
Representation

Veracity
Truth

Validity
Fitness

4
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MdakTopbl AAHHDbIX, YC/IOXHAOWME KOHTPO/b KauecTBa

/ Volume \
ﬁ Amount
Velocity
Speed //, \\\
@ Volatility Visualization

Representation

Instability

7 Veracity
Truth

Validity
Fitness

& 4
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MdakTopbl AAHHDbIX, YC/IOXHAOWME KOHTPO/b KauecTBa

Volume
ﬁ Amount

Velocity
Speed
. Visualization
@ Volatility Representation
Instability
Veracity
Truth
A Va riety Validity
Multiformity Fitness
Versatility K /
A Diversity
Variability
Mutability
S®A
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MdakTopbl AAHHDbIX, YC/IOXHAOWME KOHTPO/b KauecTBa

Volume
ﬁ Amount

Velocity
Speed
- Visualization
@ Volatility Representation
Instability
Veracity
Truth
A Va riety Validity
Multiformity Fitness
Versatility S J
A Diversity
Variability
Mutability
Vulnerability
Sensitivity ‘ @
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MdakTopbl AAHHDbIX, YC/IOXHAOWME KOHTPO/b KauecTBa

Volume
ﬁ Amount

Velocity
Speed
ili Visualization
Volatility (
@ Instability Representation
Value Veracity
Information Truth
= Variety Validity
Multiformity Sihas
Versatility K /
A Diversity
Variability
Mutability
Vulnerability
Sensitivity .
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k My6uHa NpoBepoOK AAHHbIX
k}

'

' Technical . “Typical” | Business |
v
o [lybnukatol o CooTHOLWeHWe mexay
o OTcyTCTBYOLWME 3HAYEHUSA 3HAYEHUSAMU Pa3HbIX
o YacTtoTa 0OHOBNEHNM CTON6LOB
o [lnana3oHbl 4ONYCTUMbIX
3HayeHun _S@A
o YHUKANbHOCTb DAYS#28

sqadays.com
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My6uHa NpoBepoOK AAHHbIX

Data monitoring

' Technical . “Typical” Business |
o Lle/lb MOHUTOPUHIA AaHHbIX - BOBPEMS RS DU | NS B R N v
onpeaennTb, YTo ecTb NPO6AEMbI 1
HOTUMWLMPOBATb O HUX.
L o TOYHOCMb MOHUTOPUHIA:
7 e Data Source
e Table o [lybnukatol o CooTHOLWeHWe mexay
e Colurmn o OTcyTCTBYOLWME 3HAYEHUSA 3HAYEHUSAMU Pa3HbIX
o YacTtoTa 0OHOBNEHNM CTON6LOB
o [lnana3oHbl 4ONYCTUMbIX S A
3HAUYEeHUN _@_
o YHUKaNbHOCTb DAYS#28

sqadays.com
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o Lle/lb UHCNEKTUPOBAHWA AAHHbBIX - ONPEAennTb K
KaKOW KaTeropuu “XopoLecTn” nx MOXHO OTHeCTU U
06bACHUTL Noyemy. Kateropuu:

e Duplicated data
e [ncorrect data
e Damaged data
e (Correct data
o TOYHOCMb WHCNEKUWI: CTPOKA

Data inspection

k My6uHa NpoBepoOK AAHHbIX
N

’ Data monitoring
| Technical “Typical” Business
o Lle/lb MOHUTOPUHIA AaHHbIX - BOBPEMS RS N O
onpeaennTb, YTo ecTb NPO6AEMbI 1
HOTUMWLMPOBATb O HUX.
L o TOYHOCMb MOHUTOPUHIA:
7 e Data Source
e Table o [lybnukarbl o CooTHOLWeHWe mexay
e Colurmn o OTcyTCTBYOLWME 3HAYEHUSA 3HAYEHUSAMU Pa3HbIX
o YacTtoTa 0OHOBNEHNM CTON6LOB
o [lnana3oHbl 4ONYCTUMbIX
3HaYeHNM S_@A
o YHUKaNbHOCTb DAYS#28

sqadays.com
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o Lle/lb UHCNEKTUPOBAHWA AAHHbBIX - ONPEAennTb K
KaKOW KaTeropuu “XopoLecTn” nx MOXHO OTHeCTU U
06bACHUTL Noyemy. Kateropuu:

e Duplicated data
e [ncorrect data
e Damaged data
e (Correct data
o TOYHOCMb WHCNEKUWI: CTPOKA

o Lleslb MOHUTOPMHTA AaHHbIX - BOBPEMS
ONpefenuTb, YTO eCTb NPobembl 1
HOTUUUMPOBATb O HUX.

o ToYHOCMb MOHUTOPWHTIA:

e Data Source
e Table
e Column

Y/

(_l Grid Dynamics

My6uHa NpoBepoOK AAHHbIX

o Lleslb OYNCTKN AaHHbIX - AaTb peKkoMeHagauum Kakmnm
o6pa30M NCNpaBUTb AaHHble NI COeNaTb 3TO
dBTOMaTUN4YeCKN.

o TOYHOCMb OYUCTKM CTPOKA, Auenka

Data cleansing

Data inspection

Data monitoring

. Technical “Typical” | Business
o [ybnukarbl o COOTHOLWeEHNE Mexay
o OTCyTCTBYIOUME 3HAYEHMS 3HAUYEHMUAMM Pa3HbIX
o YacTtoTa 0OHOBNEHNM CTON6LOB
o [lnanasoHbl AONYCTUMbIX

3HayeHun
0 YHWKanbHOCTb

S®A
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PeweHunsa B 06n1aCT MOHUTOPUHIA AAHHDIX

PerynsapHbin aBTOMATU3NPOBAHHbIN Rule-based Real-time anomaly
NOAXO04 K MOHUTOPUHTY AaHHbIX monitoring detection
MO3BONAET:

OWMWOKN 1 aHOMANUKN B AAHHbIX UMK Alerting Al / ML based

VX MOBeAeHUN. Quality dimensions Intelligent alerting

o CobupaTb METPUKM O AAHHbIX.

o BnayanmsnpoBaTtb AaHHbIe.

o OTcenBaTb 6UTble AaHHble HA YPOBHE
[1aTaceToB, TabNUL, UNn nonen. e ——

o COCTaBNATb OTYETbl 06 N3MEHEHUN = -

IS

| [NAHHbIX CO BDEMEHEM.
o OTBETUTb Ha BOMNPOC “Kakowu cTaTycC
JAHHbIX B HACTOALLMM MOMEHT?”

N
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https://blog.griddynamics.com/add-anomaly-detection-to-your-data-with-grid-dynamics-accelerator/

ApxutekTtypa Rule-based peweHus

Basic deployment

4 I 4 N N I
Frontend

System Backend Results Task
Gateway Storage Storage Dispatcher

\_ . [ Checks 1{ Charts } \_ VRN VRN .

Checks
Engines
Data sources

& N LS O\
docker NGiNX Flask

(|
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NucTtannauna Workshop Bepcum

[/ Ill/,’

Mz
Winy, mln-'\ss
l-l,’é m\\\‘\\

g, 3)—' \\5 Create
30U ¢ checks &
fE0 Configure run

K BU||.d aﬂd Deploy
Provision VM or prepare
hardware machine
Hours
1 2 3

[anbHenwasa nHTerpaunsa TpebyeT Takmnx WaroB Kak 4o6aBneHne aBTopu3aumn, nHTerpaLmus

C MNaHMpoBLMKOM 3aaau (Hanpumep Airflow), HacTponka Retention policy, co3gaHue
MONb30BATENbCKUX KOHHEKTOPOB K AaHHbIM.

N KOHEYHO CO3[aHue camux NPoBEpPOK.

N
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[nochbl pewieHuns

O O O 0O O O O ©O

O O O 0O 0O O O

WHcTannaumns n KoHdurypayma

PelweHwne 6a3npyetcst Ha Docker-e

Cloud-agnostic unun on-premise

t2.xlarge in AWS nnu NnpoayKTUBHbIN HOYTOYK

30" anga pa3BepTbiBaHMs 6a30BOV BEPCUUY
Mopnepxka nodon JDBC-compliant 6a3bl JaHHbIX
Mopaepxka hannosbix hopmatos CSV and parquet
MNoonepxka Kafka-streams

APl onqa co3gaHnsa Nonb30BaTeNbCKUX KOHHEKTOPOB

PenopTuHr

Grafana ncnonb3yercs Ansg BM3yann3aunmn gaHHbIX
Grafana ncnonb3yetcs ang alerting-a

Grafana ncnonb3yercs 4NsS ONOBeLEeHNN

Grafana rpadukun nHTerpupoBaHbl B Ul

Grafana naHenun co3gatoTcs aBTOMATUYECKN
Moaaep)kka penopToB MO Pa3HbIM “cpe3am” CUCTEMbI
Jlorn nocnefgHero 3anycka AocTynHbl B Ul

Grid Dynamics

O O O O O

O O

NHTerpaumsa ¢ cuctemon 06paboTKM AaHHbIX

Noaaepsxka noboro scheduler-a (e.g. Airflow)
LLlabnoHbl Koga Ansa co3gaHud 3agad (e.g. Lambda)
3anyck 3agay yepes REST API

Mopoepxka Sidecar-noaxoaa K MOHUTOPUHTY
BO3MOXHOCTb OCTaHaBNMBATb OCHOBHOW NanvnanH
06paboTKM AAHHbIX

BO3MOXHOCTb MCNonb3oBath Spark cluster
BO3MOXHOCTb ncnonb3oBaTth Elasticsearch
BO3MOXHOCTb paboTaTb C METPUKAMM AAHHbIX 6€3
[0CTyNa K JaHHbIM

Co3paHue npoBepok

O O O O O

MuHUManbHoe Tpebyemoe 3HaHne - SQL

Co3faHue napameTpusnpyemblx WabnoHOB NPOBEPOK
Moooepxka 3rd-party TynoB NPOBEPKN AaHHbIX
TonbKo /0 4OCTYN K JAHHbIM

BO3MOXHOCTb 3amnycka U3 nHTepdenca

S@®A

DAYS#28

sqadays.com



lMpumepbl

TexHuKa
CpaBHeHue c 06pa3uom [MpmeHeHne npaBun CpaBHeHue co MonCK aHOManuu
Tnnbl AAHHBIX OLEeHKMU CTAaTUCTUKON

NcTopunueckue
AaHHble

MakeTHaa o6paboTka
AAHHbIX

[ToTOKOBas
06paboTKa AAHHbIX

Murpauns AaHHbIX

N
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lpumepsbl. I3yyaem Temneparypy

A B C
date dry_temp wet_temp
2020-01-02T10:56:00 48 39
2020-01-02T11:56:00 50 41
2020-01-02T12:56:00 52 42
2020-01-02T13:56:00 51 42
2020-01-02T14:56:00 51 42
2020-01-02T15:17:00 50 42
2020-01-02T15:27:00 51 42 . .
PO GG - a7 Local Climatological Data (LCD)
2020-01-02T16:56:00 45 39 :
2020-01-02T17:56:00 41 37 NORRA National Oceanic and -
2020-01-02T18:56:00 38 35 y Atmospheric Administration
2020-01-02T19:56:00 37 33 N5 Deparisent of Sumee
2020-01-02T20:56:00 35 31
2020-01-02T21:56:00 33 30
2020-01-02T22:56:00 31 28
2020-01-02T23:56:00 30 27
2020-01-02T23:59:00
2020-01-03T00:56:00 30 27
2020-01-03T01:56:00 30 27
2020-01-03T02:56:00 29 27 .
2020-01-03T03:56:00 29 26 S@ A
2020-01-03T04:56:00 28 26 DAYS#28

( sqadays.com

(9 Grid Dynamics  2020-01-03T05:56:00 28 26 23



https://www.ncdc.noaa.gov/data-access/land-based-station-data/land-based-datasets/quality-controlled-local-climatological-data-qclcd

lpumepsbl. I3yyaem Temneparypy
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lIpumepsl. I3yuaem Temneparypy

Temp data diff

-75
171 1/4 1/7 1/10 1/13 1/16 1/19 1/22 1/25 1/28 1/31 / 2/9 2/12 2/15 2/18 2/21

Max dif_temp == Max daily_std_dev == Max daily_std_dev
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Deja Vu
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Mpumepbl. MakeTHaa 06pPa6bOTKA AAHHDbIX

Check
Condition
Condition status

Check status

Check
Condition
Condition status

Check status

(_l Grid Dynamics

Temp data diff

Finished

Temp data distribution

Finished

= [ e

Temp data diff

0 T — —v | V. P —’_-'""J u‘dﬁ“f L
A e e e e e o~ —

‘ = fe=lNheaad {
-50 8 U

-100

1/1 1/16 2/1 2/15

Max dif_temp == Max daily_std_dev == Max daily_std_dev

Temp data distribution

v

'?'\""(ltz

-100

1/1 2/1 2/15

== Max wet_temp == Max dry_temp == Min wet_temp == Min dry_temp
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lpumepsbl. N3yyaem BeTep

A B c D

date ldirection gust_speed speed

2020-01-13T16:26:00 100 3

2020-01-13T16:35:00 80 7

2020-01-13T16:45:00 90 7

2020-01-13T16:53:00 100 5

2020-01-13T16:56:00 100 6

2020-01-13T17:11:00 90 7

2020-01-13T17:18:00 90 6 Local Climatological Data (LCD)

2020-01-13T17:34:00 90 M 6

2020-D 1191 74200 100 6 NoAR National Oceanic and -

2020-01-13T17:56:00 110 3 y Atmospheric Administration

2020-01-13T18:08:00 110 3 U.S. Department of Commerce

2020-01-13T18:19:00 100 7

2020-01-13T18:56:00 0 0

2020-01-13T19:14:00 120 3

2020-01-13T19:28:00 120 3

2020-01-13T19:56:00 110 3

2020-01-13T20:08:00 110 5

2020-01-13T20:27:00 90 7

2020-01-13T20:56:00 90 8 '

2020-01-13T21:04:00 100 5 S@A
DAYS#28
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https://www.ncdc.noaa.gov/data-access/land-based-station-data/land-based-datasets/quality-controlled-local-climatological-data-qclcd

lpumepsbl. N3yyaem BeTep

Wind data distribution

I
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lIpumepbl. N3yuaem BeTep

Wind bad data distribution ~

<4

2020-01-29 01:00:00
Count: 0

1/16 1/19 1/22 1/25 1/28 1/31 / / 2/12 2/15 2/18 2/27

S®A
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lpumepsbl. N3yyaem BeTep

Wind bad data distribution

-1

2020-01-23 19:00:00
Count: O

1/28 1/31

Count

S®A

DAYS#28
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lIpumepbl. N3yuaem BeTep

Wind bad data counts ~

Max total_count Max bads_count Max bads_percent

S®A

DAYS#28
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lMpumepbl. I3yyaem BeTeg

Check Wind bad data counts Wind bad data counts
Condition bads_percent < 10

Condition status failed

Check status Finished

= «E Max total_count Max bads_count Max bads_percent

Wind bad data distributi
Check Wind bad data distribution ind bad data distribution

Condition
Condition status

Check status Finished
= % r; Count

Wind data distributi
Check Wind data distribution C.CAIE SR ROn

Condition

Condition status SN T M | } 'YIH b
{

50 ™ ‘_
Check status Finished A r ‘\H Hlllw “ | M JIH N \\ ’“
1/16

= '<m \ == Max direction == Max speed
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JSON

B

=

>
i

(SL“ Grid Dynamics

| direction
| |

90
100
100

an

STRING

C

just_speed speed

N OO O N

lMpumepsbl. CpaBHeHUe € SOR
A
date
2020-01-13T16:45:0
2020-01-13T16:53:0
2020-01-13T16:56:0
2020-01-13T17:11:0
N

INTEGER

Database

CREATE TABLE public.demo_lcd_windl (
"date" timgs_tamp NULL

direction int4 NULL,

gust_speed 1nt4 NULL,
speed int4 NULL

)3

S®A

DAYS#28

sqadays.com
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lMpumepsbl. CpaBHeHUe € SOR
JSON Database
A B c D CREATE TABLE public.demo_lcd_windl (
date ldirection just_speed speed "(?ate" .timf_s_tamp NULL,
e = ; INTEGER direction int4 NULL,
2020-01-13T16:53:0 100 5 gust_speed Ant4:RULL,
2020-01-13T16:56:0 100 6 speed Tntd NULL
2020-01-13T17-11-0 an 7 ) )
STRING
/Total count: count(*) \

Positives count: count(*) when > 0

Negatives count:  count(*) when <0

Zeros count: count(*) when =0

Nulls count: count(*) when is NULL

NaNs count: count(*) when isnan()

>
i

. v

S@®A

DAYS#28
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E

N

N
/

lMpumepsbl. CpaBHeHUe € SOR

(_l Grid Dynamics

Check

Condition

Condition status

Check status

Check

Condition

Condition status

Check status

Check

Condition

Condition status

Check status

Check

Condition

Condition status

Check status

wind direction metrics json

Finished

Bz @

wind direction metrics postgres

Finished

© = &

wind speed metrics json

Finished

B=E¥

wind speed metrics postgres

Finished

z Il%ﬁllllllllllllllllll 2436

wind direction metrics json

« RRRRRRNRRRERRRRRRRNNNI 2436
« 1INl 525
| 0
ST 1203
annt 97
e (1] 611

wind direction metrics postgres

925
0
1203
708
0

wind speed metrics json

o ARERNARRRRERRRRRRRNRENE 2436
el ([TTTTIT]] 1136
ot i 0
« ARERRARRRARE 1203
nt i 97
 f§ 0

wind speed metrics postgres

1136
0

iiiiiliiiiii 1203
o | 97
rit . 0

S®A
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lMpumepbl. CpaBHEHN

date

ldirection gust_speed speed

2020-01-13T14:22:00
2020-01-13T14:31:00
2020-01-13T14:40:00
2020-01-13T14:54:00
2020-01-13T14:56:00
2020-01-13T15:13:00
2020-01-13T15:19:00
2020-01-13T15:28:00
2020-01-13T15:38:00
2020-01-13T15:48:00
2020-01-13T15:54:00
2020-01-13T15:56:00
2020-01-13T16:03:00
2020-01-13T16:12:00
2020-01-13T16:17:00
2020-01-13T16:24:00
2020-01-13T16:26:00
2020-01-13T16:35:00
2020-01-13T16:45:00
2020-01-13T16:53:00
2020-01-13T16:56:00
2020-01-13T17:11:00
2020-01-13T17:18:00

110
110
VRB
110
110
VRB
90
90
VRB
100

90
100
100
100
100

80

90
100
100

90

90

N W O N W O

O N OO O N N W o w ;g N

e cSoR

Check

Condition

Condition status

Check status

Check

Condition

Condition status

Check status

Check

Condition

Condition status

Check status

Check

Condition

Condition status

Check status

wind direction metrics json

Finished

e e

wind direction metrics postgres

Finished
e @

wind speed metrics json

Finished

B = @ s

wind speed metrics postgres

Finished

wind direction metrics json
o JUERERNNERRNNRRNNRRNANE 2436
525
JiERanaanii 0
-~ [N 1203
. 97
611

TIRRRRRRRNRNINIINN 2436
525

| 0
‘=llmll 1203

' | 708
0

wind speed metrics json

ot AERRRARRRRRRRRRRRERRENE 2436
« ARERRRRREN 1136
unt | O
«t AREARARRERNN 1203

| 97

_count | O

wind speed metrics postgres

wecoscont [ f[{HNHURNRUNERERRNRNRNN 2436

0
1203
97

0

%mmmi 1136

S®A
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¥

BbiBOAbl

>

\

3a4acTyto, JaHHble NPOXOAAT MPOBEPKN, HO
[leN1aeTcs 3TO He CUCTeMATUYECKU, Peako nUin
BPYUYHY0. 3TO HEI((EKTUBHO.

I3yyaTb faHHble HEOOXOAMMO C PA3HbIX CTOPOH.
[lenatb 3T0 HEOOXOANMO PErYNSPHO U C MOMOLLbHO
aBTOMATU3NPOBAHHbBIX MOAXOA0B.
OpraHn3oBaTb MOHUTOPUHI AAaHHbIX 33[a4a,
KOTOPasa MO Hayany MOXET OblTb HEC/TOXHOW, HO
OYAET YCNOXHATLCA B 3aBUCUMOCTH OT

o  CNOXHOCTU AaHHbIX

o [nybuHbl NPOBEPOK

o KonmuecTBa NpoBepoOK Ha eaunLly BpemeHu

(} Grid Dynamics
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BbiBOAbl

> 3a4acTyto, AaHHble NPOXoAAT NPOBEPKM, HO
[enaeTcsa 370 He CUCTeMATUYECKN, PeaKo nnu

BPYUYHY0. 3TO HEI(EKTUBHO.

\

N3yyaTb AaHHbIe HEOBXOANMMO C PA3HbIX CTOPOH.

\

[lenatb 3T0 HEOOXOAUMO PErynsipHO 1 C MOMOLLbHO
aBTOMATU3NPOBAHHbIX NOAXOA0B.
> (OpraHn3oBaTb MOHUTOPWUHT JaHHbIX 337343,

KOTOpas Mo Hayany MOXeT OblTb HECNOXHOW, HO

OyOeT YCIOXHATLCA B 3aBUCMMOCTU OT

o  CNOXHOCTU AaHHbIX He 3HaeTe Kak HayaTb?

o [nybuHbl NpoBEPOK [laBanTe NapTHepuUTbCS!

o KonuyecTBa NPOBEPOK HAa eAunLy BpemMeH!
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Thank you!

www.griddynamics.com
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